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Agents, roles, tables

Agents
Concurrent interacting
state machines

Roles
Abstract states

Tables
Transitions

RREQ

Remote

HRSP




ASCII tables

Current state Next state Outputs Inputs
B N N 2 S O 30 A
OCI_RD LCL_RD_RMT_A
e I OCI_RD I (Read from remote node —i.e. home) . (local read — remote address)

Home table(s)

Current state Next state Outputs Inputs
—nmm—nmmm-n-mm
none [ none S [ RD_RSP OCI_RD

(Read from remote node)

LCL_WR_LCL_A
none S S | | LCL_WR S S->1 | I INVAL : . (local write to home address)
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Architectural modeling tool

= A set of tables

= Each table models a set
of transitions

= An agent’s behavior can
be modelled through a
set of tables

= Agents’ interactionis
modeling using data-
structures called

channels B1 [TABLE=PRQ1 PRLL FULL
32 | LABEL IN[2]  |IN [CAJAJ[CS W] STATE
33 prq_type cs[caid]faddr] | ca state[pid] trk_data|pi
34 0 RdC M.E.S PRS NDD cd[caid][addr]
35 1 [ SER NDD
36 2 RdD M.E PRS NDD cd[caid][addr]
R7 3 S.| SER NDD
38 4 Wr M.E PRS NDD M
39 5 S SER_NDD prq data




Protocol checks

= Protocol checks

— PRLL

+ No two transitions have same
trigger

— Full
« No missing transitions
— Cover

« All transitions are reachable

= End-to-end checks
Deadlock
Cache coherence
Data integrity
Good state

JU
31 |TABLE=PRQ1 PRLL FULL COVER
= = STATE [CA]
32 | LABEL | IN[2]  |IN[CAJAJ[CS W] STATE STATE [P] cs W]
33 prq_type cs[caid]faddr] | ca_s ] trk_data[pid] cs[caid][addr]
34 0 RdC M.E.S PRS NDD cd[caid][addr]
35 1 | SER NDD
36 2 RdD M.E PRS_NDD cd[caid][addr]
37 3 Sl SER NDD
38 4 Wr M.E PRS NDD M
39 5 Sl SER_NDD prq_data
#|T: ed ies - data i ity and deadlock freedom
TABLE=DATA_INTEGRITY NEVER |
LABEL IN
| check
0 ERROR
TABLE=ACTIVE
LABEL IN IN WIRE
FOR i[P] ca_state [i] ha_state [i] active
0 ORICA IDLE OR 'HA IDLE 1
TABLE=DEADLOCK NEVER
LABEL IN IN IN IN IN IN
active ser_can sp_can ca_sr_can ha_sr_can ha_rs_can
0 1 0 0 0 0 0
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CHI-E modeling and verification

Uz 15 4/Z3. 0 <embeaaeda> 1/ ANalysis >ession
8 major tables Cache 15 0.0 <embedded> 1/ Analysis Session
— PRLL are easy to prove Cache 12 0.0 =<embedded=> 1/ Analysis Session
_ Cover using VA Cache 12 0.0 <=embedded=> Run Status:(Visible Items)p Session
ache 1 .0| =embedded=> 5 Session
: g fach - = bl Unprocessed: 246 .
— Fullis hard to prove Cache 14 0.0 =embedded=> Queued: Z 0 5 Session
40+ Supporting tables Cache 15 0.0| <embedded> Processing: 7 5 Session
agn 112 11 aAN4 2| «ceamhedded= . E Seccinn
Processed: 9994
5000 transitions |Validity: 9481:145:389:232 [Run: 246:0:7:9'
10000+ properties BN | ) 2 o3 o+ 14 [0]] % 4 [4] «* | Console input ready
— Covers, parallel and full checks = _
1087 4 chi_defs::CHI_REQ_CLEANINVALID
50+ end'tO'end prOpertleS 1398 1088 4 chi_defs::CHI_ REQ_MAKEINVALID
ekl 1089 J chi_defs::CHI REQ CLEANSHARED
_ CaChe COherenCG’ data’ L 1090 4 chi_defs::CHI_REQ_CLEANSHAREDPERSIST
deadlock 1401 1001 ) chi_defs::CHI_REQ_CLEANSHAREDPERSISTSEP
_ A" hard to prove 1402 1092 ) chi_defs::CHI REQ STASHONCEUNIQUE
1403 1093 4 chi_defs::CHI_ REQ_STASHONCESHARED
1404 1094 chi_defs::CHI_ REQ EVICT

1405 1095 4 chi_defs::CHI REQ WRITEEVICTOREVICT




Manual assume-guarantee for FULL

= Helper assertions - W ,
& DIVIdIng a table :(173 TABLE=VS ENTRY_ FULLO1 [NEVER
= SUb-tableS Fu” CheCkS :: = ENl:‘RY Sﬂ:l'llp table EN‘I'l:Yz hit_full
— Table_ENTRY2_hit_fullis an = C : C e
auto—gengrated signgl to check if & I M— -
an entry in the table is hit or not n7 LABEL N N N
= 50+/- tables to model s g _— _ e s
helper assertions for this o1 [TABLES ENTRY FuLLO eveR
table Of 150 entries :z uBEL EN':RY Sd:mlp NODE:MQ] table EN:Y:
— Imagine the maintenance effort o 2 ! ’ 2 =0




Challenges

Manual effort

Creative helper assertions

10,000 properties Prove
Convert helper assertions to assumptions
in top-level proofs
Completeness for the split cases
Maintenance Safety

Pages and pages of scripts
Debugging the scripts — Bugs induced are
proportional to the number of lines written

No automatic completeness criteria
No safety net
Missing theorem prover like HOL
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Assume-guarantee for FULL

107|# |ﬁ&mmmmmm. !
:(173 TABLE=VS ENTRY_FULLO1 [NEVER
. 551 LABEL IN IN IN
= Helper assertlons 12 ENTRY stim.imp table_ENTRY2_hit_full
us3 0 1 0 0
* Proved separately i
: 16 TABLE=VS ENTRY_FULLO2 [NEVER
= Used as an assumption = - ~ =
< 18 m.imp table | Y2 _hit_full
in the guarantee part = : : ’ :
121 TABLE=VS_ENTRY_FULL021 [NEVER
122 LABEL IN IN IN IN
23 ENTRY stim.imp NODES[node] table ENTRY:




a Formal Property ... I . ooy J J

foe Dewign Setup Task Setup Formai Versic st Sewc

Advantages: e :
g [ ] Proof Structure X Property Table X

Name Type [ ] lPSRr'..,:! IP b | o PY

[ 7 [rype 7 |Engine 7 2]

All Nodes

Proof management O e e, msmne

Proving helper assertions

and then converting them to

assumptions is fully

automated .| A e :

Pitfalls: ok <

Stlll need to Create a” the set_prove_orchestration on
. set_prove time limit 7260
helper assertions tables crate \,
proof structure -init ROOT -copy all
ma n ua I |y- pr(.)of structure ‘-.(vr,-(ne assume guarantee -op name ENTRY FULL

-imp name {sub entry full proofs entry full proof}

N Ot a tOOI’S fa u I.t from ROOT -property { {ROOT::CHI ODY.AST table ENTRY2 full} {ROOT::CHI ODY.AST table VS ENTRY FULL*}}

-
K

VS_ENTRY

Cache

)

A Y

VS_ENTRY
5_ENTRY

S_ENTRY

5_ENTRY
S_ENTRY

S_ENTRY

L 95 S5 SL VL 8 8

S_ENTRY

S_ENTRY

S_ENTRY_FULL
S_ENTRY
S_ENTRY

S_ENTRY

LS Y5 YA YR YA

S_ENTRY

LA gy

S_ENTRY

<
L4

S _ENTRY

@rove -bg -task {entry full proof}
prove -bg -task {sub entry full proofs}




Case splitting
Proof by cases:

A mathematical proof by
exhausting all the exclusive
possibilities. o

14| [TAB

17| 0 CA_IDLE HA_IDLE

dAL B | C S . E | £ | G H |

M E S I
LPARAM |RdC RdD Wr Dg
LPARAM |CA IDLE SER_NDD CA WAIT PRS NDD
LPARAM |HA IDLE HA SP RS NDD RS SENT RA NDD [RA_SENT

2 W ~NO ;s WN =
J S e o |
=
;e;w

19| [TABLE=PRQ_CANO
20| [ LABEL IN IN [P][AW]
21| [FORI[P]| ca_state[i] trk_addrfi]

((a || ~a) —> Alpha) == Alpha '§ |STE0PPRQ ICA IDLE l o

(@]l ~a) — Alpha) ==
(@) — Alpha) && ((~a) — Alpha)

cd[caid][addr]

0

1

2 RdD M.E JPRS NDD cd[caid][addr] 1
3 Sl J SER_NDD
4

5

Wr M.E PRS_NDD M prq_data 1
S SER_NDD prq_data
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Dividing & proving FULL case through case

splitting

Fully programable

Completeness check
ensure no missing cases

No need of helping
assertions

No arbitrary assumptions
can be added to the
sub-proofs

Almost a theorem prover
like

stim.imp == 1) |-> ((stim.src

c == I0OB ) || (stim.src

== AP ) || (stim.src
== TAD ))

== SOW ) ||




Using split-case anaIyS|s |terat|vely

One can keep
splitting the
problem to
exactly find the
reason proofs
are not
converging!

'i

c.‘]

]w—

-[......

fd
'l‘lnv

0 o
o OOWAST tathe ENTRYZ Nt
»_0ON.

tatle
AST_tatie ENTRYZ N

dedldelel] [§ ‘

B 4 sow

SOW _INSTS

imp(case split) [—Jo:1:0

4 s_wur

imp(case split) [Jo:1:0

Case Split [ ]0:1:0 3

C

Can potentially pin-point the reason
why your proof is not converging!
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Results and conclusions

Verificationis a
risk-management job
No reasonable size design can be fully verified

All we can do is to reduce risk
to a reasonable level

Proof Automation helped us to:

Converge faster on proofs or hit deeper bounds

Weeks of effort saved using split cases(50%)
Manage proofs and TCL files better

Find bugs in TCL files when we missed cases
Enforces soundness

There is no replacement
of our insight of

Design behavior
Verification methods

But then tools like
“proof structure” helps
just focus on that




